a XaHTdhAoy

JHTEepnpauns
= DKCNpecc

KomMmepueckoe npeanoxeHume




@ XaHTdhAoy

[nsa KpynHOW Koprnopaunu npoexT
BHEOPEHNSA PEKPYTUHIOBOW CUCTEMDI
0bObIYHO TPebyeT be3onacHbIX MHTErpaLni
C BHYTPEHHUMU cucTemamMn. Takon NpoekT,
Kak NMpaBuio, 3aHMMaeT He MEHee YeTblpex
MEeCSALLEB U CTOUT OT NONyTopa MUNNMOHOB
pybnen.

XaHtdnoy Hurepnpans Ikcnpecc —
3TO NakeT paboTr no 6bicTpomy U
BbIrOAHOMY BHEAPEHMIO NepefoBoM
PeKpyTUHroeou cuctemol XaHtdnoy B
KpYnHbie KOMMNaHuu

C Y4€TOM COBPEeMEeHHbIX TpeboBaHun
KOopnopaTuBHOM 6e3onacHOCTH.

OTtaen npopax XaHtdnoy

sales@huntflow.ru
+7 495 648-65-82



a XaHTdhAoy

Y10 MbI caenaem B paMKax nakKkerta pGGOT
1. TMpoBenem BCTpeuun ¢ busHec-3akasunkamm ns HR, roe mbl npegctaBum XaHTpnoy u
nokaxem Kak cuctema caenaet busHec-npotecc nogdbopa adpdpekTuBHee.

2. [MpoBenem noBe YacoBble NpeaBapuTeNbHble BCTPEYN C COTPYOHMKAMUM BalLero
IT-nenapTameHTa 4N OTBETOB HA TEXHUYECKME BOMPOCHI.

3. ApeHpgyem OBa cepBepa B Hallem gaTta-ueHTpe (Selectel) — ocHOBHOM 1 pe3epBHbIN.
CTOMMOCTb apeH[bl 3a NePBbIV rof, BKNOYEHa B CTOMMOCTb NakeTa.

4. Pa3BepHeM Ha aTUX cepBepax BblaeNeHHbI XaHTdnoy ans sawen KoMnaHuu.

5. HacTpoum Ha daepBonne IPSec-TyHHeNb Mexay HalmMMn nHdpacTpyKTypamu ons
obMeHa gaHHbIMU.

6. VIHTerpupyem XaHTdnoy c Ballen kopnopaTmBHon ayteHTudmkaumen (ADFS, OAuth,
X.509) unu BHegpvM BallK Npasmna NaposibHON NONUTUKM BO BCTPOEHHYIO CUCTEMY
ayTeHTuduKaumm XaHtdnoy.

7. HacTpoum mHTerpaumio XaHTdnoy ¢ Ballen KopnopaTMBHOM NOYTON N KaneHaapem
Google, Outlook365 unn Exchange (BoamoxeH Impersonation).

8. BHeopum 1M HaCTPOUM eXeOHEBHYIO0 CUHXPOHM3ALMIO OPrCcTPYKTYPbl Ballen KoOMMNaHuu
n3 SAP, 1C, BOCC-KappoBuk nnu apyrom CUCTeMbI.

9. BHenOpwvMm Ball OpPUAMYECKUI TEKCT B MOAY/b 3anpoca cornacua KaHanaarta Ha
00paboTKy NepcoHarnbHbIX AaHHbIX.

10. BHeppwum Ball KoprnopaTuBHbIN WabnoH odpdepa ana GopMmnpoBaHna U3 XaHThnoy.
11. TMepeHecem b6a3y ns E-Staff, Potok nnun FriendWork nio6oro obbema.

12. TMpoBenem obyvyeHne pekpyTepoB B MOMEHT rnepexoaa Ha XaHTdnoy.
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@ XaHTdhAoy

CtoumocTb BnapeHus

MepBbi rop

MakeT paboT no BHeapeHuio — 990 000 pyb, eguHOPas3oBO
CepBepHas nuLeH3us, BbiaeneHHble cepBepa — 55 000 pyb/mec
Kaxpoe paboyee mecTo pekpyTepa — 109 200 py6/ropg,

Paboune mecTa Ona 3aKka34vymkKkoB — becnnaTtHo bes orpaHquHmZ no vyncny

E)XxerogHo co BTOporo roga
CepBepHas nuueH3us, BbiaeneHHble cepeepa — 55 000 pyb/mec
Kaxpoe pabovee mecTto pekpytepa — 109 200 pyb/rop,

Pabouune mecTa Ons 3akas3umMkoB — becnnaTtHo 6e3 orpaHnYeHum no Yncny

KnueHTtbl XaHTtdpnoy urepnpans

PasmMelleHNe Ha BblAeNeHHbIX UM CODCTBEHHbIX CepBepax, C UHTerpaumen ¢
KoprnopaTuBHOM ayTeHTudUKaumen n 6onblINM YUCNOM UHAMBUAYANbHOWM aBTOMATMU3aLUM U
NHTEerpauum ¢ BHYTPEHHUMU CepBUCamMmm

e/

» skyeng S, 22 Avito SOKOLOV
S IAHUT T=S KCOHTYP
CHCTEMA Co=K @ mai.ry =EBPA3

group
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a XaHTdhAoy

Kak cTonbko paboTr MoryT 6biTb BbINOJ/IHEHbI TaK ObICTPO
u gewesBo?

Tpw cekpeTa Hallero npeaoXeHns: MUHUMU3aLmMa NeperoBopoB, KOHEYHbIN NepeyeHb
NepBUYHbIX PabOoT 1 NoNHaa roToBHOCTb Ballero IT Kk cTapTy paborT.

M, KOHEYHO, cekpeT B HalleM YCMELHOM OnbiTe AeCATKOB KPYMHbIX MPOEKTOB U
OTNaXeHHbI MexaHM3M BHeapeHus XaHTdnoy.

Ycnoeus pa6oTbl No aKcnpecc-nporpaMmme

1. MNonHag npeponnaTta 3a paboThbl.

2. TopoBas npeponnarta 3a nuueH3nn (K rogy gocTtyna Mbl obasum 45 gHeln, KoTopble Mbl
noTpaTMM Ha PaboThl).

3. [OTOBHOCTb BCEX MHTErpaumMOHHbIX LUMH CO CTOPOHbDI KITMEHTAa.

4. PaboTta no TMnosBomy gorosopy XaHtdnoy (rotosbl cornacoBaTb NDA u
aHTMKOPPYMNUWOHHbIE Naparpadsbl).

5. BbloeneHne co CTOPOHbI KNMeHTa OTBETCTBEHHOTO | T-NpoaXeKkT-meHeaxepa Ha BECb
CPOK NPpoeKTa, YNOMHOMOYEHHOIO MPUHMMaTb PeLleHnsa No MobbIM TEXHUYECKUM
BOMpPOCaM.

6. BbloeneHne co CTOPOHbI KNIMeHTa OTBETCTBEHHOro busHec-3aka3umka 13 HR,
YNOMTHOMOYEHHOr 0 NPUHUMAaTb PELLEHUs Mo NobbIM BONPOcaM PekpyTUHIOBOrO
BusHec-npouecca 1 cornacoBaHuio nepeHoca 6asbl.

7. BbinonHeHue IT-cneumanuctTaMm KNMEHTa TEXHUYECKNX YCITOBUI pPa3BoOpaYnBaHms
XaHT}Noy Ha BblAENEHHbIX CepBepax.
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@ XaHTdhAoy

TexHunueckue TpeboBaHus

Opranunsauus IPSec-TtoHHens mexay MHPpacTpPyKTypon
Xantdnoy u Knuenra

Mpumep KoHPUrypawmm co cTopoHbl XaHTPnoy (ToOYHble NapaMeTpbl AOMKHbI ObiTb
OrOBOpPEHbI B MEXCETEBOM COrMalleHnm)

Public IP Address 95.213.178.190
IPSec Key Exchange IKEV1

Support Agressive  No

Mode

Pre-Shared Key <ObMeH no besonacHomMy
KaHany>

IKE Phase 1 Encryption Algorithm AES-256
Data Integrity SHA-1
Diffie Hellman Group Group 2
Security Association 86400 sec
Lifetime

IKE Phase 2 Encryption Algorithm AES-256
Data Integrity SHA-1

Perfect Forward Secrecy Yes

Diffie Hellman Group Group 2
Security Association 86400 sec
Lifetime
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@ XaHTdAoy

B pamkax TOHHens 6yaeT Heo6xoAnUM AOCTYN K CNeAYIoWUM 3/ieMeHTam
nudppacTpykTypbl Knuenra:

1. LDAP/AD, ecnu TpebyeTtca. [Ina npo3payHon ayTeHTUdUKaLum nonb3oBaTenen.
Heobxoanmble napameTpbi:
« Agpec n nopt LDAP-cepBepa
« TexHnyeckas yyeTHas 3anmcb AN OCYLEeCTBEHMS NOUCKa B ANPEKTOPUN

« ba3oBbIM NyTb NOUCKa
Mpumep: OU=0rgUnit,DC=hq,DC=ru,DC=corp,DC=companyname,DC=ru)

« BoaMoXHa nHTerpauusa ¢ opyrumm KopnopaTmuBHbIMU BUaamMm
ayTeHTudukauum: X.509, OAuth u gp.

2. SMTP Relay. [1na otnpaBku NOYTOBbIX YBEAOMAEHU (NpurnawleHns B cepsuc,
yBEOOMNEHUss O KOMMEHTapUsX, HaNOMUHaHUS, OTYETbl O paboTe) B paMKax
NHdpPacTPYKTYypbl KnueHta. Heobxogmmbie napaMeTpbl:

« Agpec n nopt SMTP-cepsepa
« YyeTHasa 3anuch (Npu HeobxoanmocTn)
« Appec otnpasutens (npumep: no-reply-huntflow@companyname.ru)

3. Mourtau kaneHpapu Microsoft Exchange no nporokony EWS (Bo3MoXxHa
peanusauusa yepes Impersonation). [1ns noaknioyeHms paboyven NoYThl PeEKpPYTEPOB
0N Nepenncku ¢ kaHampatamn. Heobxoaumbie napameTpbl:

« Anpec v nopT cepaepa

- OnuncaHne Mmetoaa NoaKItYeHms

MEPEMTU HA CAUT
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